
TCP

TheTCPmoduleimplements thelayer4 TransmissionControlProtocol of theInternetProtocol. It processesTCP
headersonbehalf of applicationsandrunstheTCPstatemachinefor conenctionsetup,datatransferandconnection
teardown. Themodule usesthedatatypesanddefinitions from the ip.h headerfile in the IP module. Themodule
itself is machineindependent anddoesnot require any configuration.

Process Information

PrototypeName tcp

Link Order does not matter

Process Name “tcp”

Process Operation

Active and Passive Opens

TheTCPlayerdistinguishesbetween‘listener’ dataflows thatareopento receive any packets on thatport, but are
not bound to a remoteIP address,and‘connected’ dataflowswhich representapoint-to-point connection. Thetype
of thedataflow is determinedat OPENtime. Listener dataflowsarecreatedby sending anopen requestto theTCP
layerwith nodestination IP address.This is termedapassiveopen. In order to transmit datapackets,theTCPlayer
musthaveadataflow in theESTABLISHED state. Thiscanresult either from afile beingopened with adestination
IP addresssetin its open URL (anactive open) or an incoming SYN packet converting a passive dataflow into an
active one.Unlike theIP layer, packets will bepassedup on bothactive andpassive files. Oncea dataflow moves
out of thepassivestate, it mustbeexplicitly closedandre-openedto put it back into theLISTEN stateinside TCP.

Errors

The TCP codedistinguishesbetweenexpected ‘errors’ that areanticipatedby the protocol (for examplepackets
arrivinglate)andindicationsthattheremotestatemachineis not in thesamestateasthelocalmachine. Anticipated
errors aresilently ignored. Stateerrorscausethe TCP codeto sendRESET packets to the remote host. As the
packetmaybebeing sentto aport thatis nototherwiseactive,theTCPcodehandlessuchresets internally, opening
a special file to the remoteendandtransmitting a single IP datagramcontaining a TCP header with the RESET
bit set.To prevent loops, thecodenever generatesa RESETfor a TCPpacket that hadtheRESET bit set. It will,
though,generateICMP port unavailable messagesfor all ports on which thereis no listener.

In thecaseof unexpectedmessages from theapplication, for example duplicateCLOSEmessages, theerrored
messagesaremostlyreturnedsilently asthough they hadbeenhandledcorrectly.
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The TCP State Machine

Almost all of theTCPmodule operation is concernedwith handling messagesfor applicationdataflows. Theonly
internal messaging is to generateerror or resetrequestsfor incomingpacketsnotassociated with known dataflows.
Mostly, incomingmessages,from applicationsandfrom theIP layer, areusedto drivetheTCPFiniteStateMachine
according to the standard protocol. The protocol machine canbe split into threemain phases: open; setup/data;
andtermination. Thesearepresented in threeseparatediagramsin order to make thestatechartsreadable. In the
charts: ‘sendX’ meanssending a TCPpacket to the remotehostwith (at least)the ‘X’ bit setin the flags; ‘send
data’ sendsdatato theremotehost if thewindow is open;‘reply N’ sends reply to anOPENor CLOSEmessage to
theapplicationwith error code‘N’ and‘error E’ passes up thereceivedmessageto theapplicationwith error code
‘E’.

NEW

ACTIVEOPEN save mes-
sageopen
filesend SYN-
start timer-
>SYN_SENT

PASSIVEOPEN reply 0-
>LISTEN

No other events arepossible in the NEWstate,which is createdonly on receipt of anOPENmessage. In the
data phase (state ESTABLISHED) a long-running timer is usedto retransmitthe last packet (or just an ACK) to
keep thewindow open. Theeventsaredeterminedfrom thesettingsof theflag bits in thepacketsasfollows:

ACK FIN RST SYN

x x 1 x RESET
0 0 0 1 SYN
1 0 0 1 SYNACK
0 0 0 0 DATA
1 0 0 0 ACK
0 1 0 0 FIN
1 1 0 0 FINACK

In theACK event, in stateESTABLISHED, thestatemachineis re-run to processany incoming dataafter the
ACK hasbeen processed.
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SYN_SENT LISTEN SYN_RECEIVED ESTABLISHED

RESET (ignore) (ignore) cancel
timerACTIVE-
OPEN?Y: reply
ENOLINKstart
timer->CLOSEDN:
->LISTEN

cancel timer-
error ENOLINK-
>CLOSE_WAIT

SYN send SYN+ACK-
>SYN_RECEIVED

sendSYN+ACKstart
timer-
>SYN_RECEIVED

send RESET cancel timer-
error ENO-
LINKsend RESET-
>CLOSE_WAIT

SYNACK reply 0send ACK-
>ESTABLISHED

sendRESET send RESET cancel timer-
error ENO-
LINKsend RESET-
>CLOSE_WAIT

SEND addto output queue addto output queue addto ouput queue senddata
TIMEOUT reply ENOLINKstart

timer->CLOSED
(no timer) ACTIVE-OPEN?Y:

reply ENOLINKstart
timer->CLOSEDN:
->LISTEN

if no activity?Y: send
ACK==============start
timer

CLOSE cancel timerreply
ENOLINKstart
timer->CLOSED

save messagestart
timer->CLOSED

cancel timersave
messagesend
FINACTIVE-
OPEN?Y: re-
ply ENO-
LINK==============start
timer-
>FIN_WAIT_ONE

cancel timersave
messagesend
FINstart timer-
>FIN_WAIT_ONE

ACK sendRESET sendRESET correct ack?Y: reply
0senddatastarttimer-
>ESTABLISHEDN:
(ignore)

remove ACKed
datasend queued
datarun DATA

DATA sendRESET sendRESET send RESET check seq. number-
passup new data

FINACK sendRESET sendRESET send RESET cancel timercheck
seqsend ACKer-
ror ENOLINK-
>CLOSE_WAIT

FIN sendRESET sendRESET send RESET cancel timersend
ACKerror
ENOLINK-
>CLOSE_WAIT
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Messages

Themoduleaccepts theStandard messagesetwith thefollowing processing.

CLOSE messages inject theCLOSEevent into theFinite Statemachinefrom themainprocess.

FETMBLK/GETMBLK messages areaddedto thequeueof input requests for thedataflow in thequeuehandler.
Repliesto GETMBLK messagesfrom the lower layer inject the appropriate event in to the Finite
StateMachineaccording to thetableof flagsabove. Replied to queuedrequests aregeneratedfrom
theFinite StateMachine whentheDATA event is processedin theESTABLISHEDstate. Thebuffer
is returnedwith thereadpointer setjust after theendof theTCPheader.

FLUSH messages setthePUSHbit on thenext TCPheader that is sent to theremotehost.

NEWMBLK messages areprocessedwithin thequeuehandler. Themessageis passeddownstreamafter increas-
ing therequestsizeto allow for theTCPheader. Thereply is passedbackupwards after theheader
spaceis reservedat thestart of thebuffer.

OPEN messagesarehandledin themainprocess.Theipaddr field of theURL determinesif this is anactive
or passive open(seeabove) andthe port field containsthe TCP local port number. By the time a
dataflow reaches TCP, thedestination machine’s IP addressshould have beenresolved(for example
usingtheDNS or NIS services).TheTCPprocessdoes not look at thehostfield in theURL, only
the ipaddr field.

OUTMBLK/PUTMBLK messagesruntheSENDeventin theFiniteStateMachine(for non-zerolength messages,
which areotherwised passed downstream from the queue handler). Messages that are to be sent
before the connectionis in a suitablestatearebuffered within the TCPlayer. Dataaretransmitted
downwardsusing OUTMBLK messagesin casethey needto be re-transmitted, andthe buffers are
freedafter thecorrectACK arrivesusingzero-length PUTMBLK messages.

RETMBLK messages arepasseddownstreamto freethebuffer. TheTCPprocesswill alsogenerateRETMBLK
messages internally after processingincoming data,identified by having the addressof the tcp_file
datastream in themessage’s source context.

TIMEOUT messages inject theTIMEOUT event into theFinite StateMachine.

Shared Library Macros and Routines

tcp_new_port

int tcp_new_port(void)

The tcp_new_port routine returns a TCP port numberoutside the range of reserved ports that is not
otherwisein usewithin themachine.
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