TCP

The TCPmoduleimplemeris thelayer4 Transmision Control Proto®l of the InternetProtocol It processesTCP
healerson behdf of apdicationsandrunsthe TCPstatemachnefor conerction setup datatranserandconnection
teadown. The moduke usesthe datatypesanddefinitionsfrom the ip.h healerfile in the I[P module. The module
itsdf is machneindependat anddoesnotrequire ary configuration.

Process | nformation

Prototype Name tcp
Link Order does not matter
Proces Name “tcp”

Process Oper ation

Active and Passive Opens

The TCPlayerdistinguishesbetweernilistener’ datdlows thatareopento recave ary paclets onthatport, but are
notbourd to aremotelP addess,and‘connectal’ dataflavs which representa point-to-point conrection. Thetype
of thedataflav is deteminedat OPENtime. Listene datdlows arecreatdby sendng anopen requestto the TCP
layerwith nodedination IP addess.Thisis termedapassive open In orde to transnit data padkets,the TCPlayer
musthave adatdlow in the ESTABLISHED state This canresut eithe from afile beingopenel with adestiration
IP addesssetin its open URL (anactive open) or anincoming SYN packet corverting a passve dataflav into an
active one. Unlike the IP layer, paclets will be passedip on both active andpassi files. Oncea dataflav moves
out of the passie stak, it mustbeexplicitly closedandre-opaedto putit bad into the LISTEN stateinside TCP

Errors

The TCP codedistinguistes betweenexpeckd ‘errors’ that are antidpatedby the protocol (for example paclets
arriving late)andindicationsthattheremot statemachireis notin the samestateasthelocal machine Anticipated
errars are silenty ignored. Stateerrorscausethe TCP codeto sendRESH paclets to the remot host As the
padketmaybebeing sentto aport thatis not otherwis active, the TCPcodehandessuchresas internally, opening
a specal file to the remoteend andtransmiting a singe IP dataggramcontaining a TCP heacder with the REET
bit set. To prevert loops the codenever genaatesa RESETfor a TCP packet that hadthe RESET bit set. It will,
though, gereratel CMP port unaailable messagsfor all ports onwhich thereis no listerer.

In the caseof unexpectedmessagefrom the application, for example duplicate CLOSEmessags, the errored
messgesaremostly returredsilently asthough they hadbeenhandkd correctly.
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The TCP State Machine

Almostall of the TCP moduk operdion is concernedwith handing messagsfor applicationdataflavs. Theonly
internal messagig is to geneateerrar or resetrequestsfor incoming packetsnotassaiated with known dataflavs.
Mostly, incoming messags,from apgicationsandfrom thelP layer, areusedto drive the TCPFinite StateMachine
acwrding to the standard protocol. The protocol machne canbe split into threemain phags: open setugdata;
andtermimation. Theseare presetedin threesepaatediagiamsin orde to make the statechartsreachble. In the
chats: ‘send X’ meanssendng a TCP paclet to the remotehostwith (at least)the ‘X’ bit setin the flags;‘send
daia’ send datato theremotehog if thewindow is open;‘reply N’ sendg replyto anOPENor CLOSEmessagto
the applicationwith errar code'N’ and‘error E’ passs up thereceved messagéo the applicationwith errar code
‘E.

| | NEW |

ACTIVEOPEN | sare mes-
sagepen
filesend SYN-
start timer
>SYN_SHENT

PASSIVEOFEN | reply 0-
>LISTEN

No othe events arepossble in the NEW state,which is creatd only on recept of an OPEN message. In the
data pha® (stae ESTABLISHED) a long-running timer is usedto retransmitthe last packet (or just an ACK) to
keep thewindow open Theeventsaredeteminedfrom the settings of the flag bits in the pacletsasfollows:

[ACK [ FIN[RST] SYN | |

X X 1 X RESE
0 0 0 1 SYN

1 0 0 1 SYNACK
0 0 0 0 DATA

1 0 0 0 ACK

0 1 0 0 FIN

1 1 0 0 FINACK

In the ACK event,in stateESTABLISHED, the statemachneis re-run to processary incoming dataafterthe
ACK hasbee processed.



TCP

~=stat

H SYN_SENT \ LISTEN \ SYN_RECHVED \ ESTABLISHED \
RESET || (ignore) (ignore) carcel cancel timer
timerACTIVE- error  ENOLINK-
OPEN?Y reply | >CLOSE_WAIT
ENOLINKstat
timer->CLOSEDN:
->LISTEN
SYN send SYN+ACK- | sendSYN+ACKstat | serd RESH cancel timer
>SYN_RECEIVED | timer error ENO-
>SYN_RECHEVED LINKsend RESET
>CLOSE_WAIT
SYNACK | reply Oserd ACK- | sendREET serd RESH cancel timer-
>ESTABLISHED error ENO-
LINKsend RESET
>CLOSE_WAIT
SEND addto outpu queue | addto outpu quele | addto oupu queue | senddata
TIMEOUT | reply ENOLINKstart | (notimer) ACTIVE-OPEN?Y: if noactvity?Y: serd
timer->CLOSED repy ENOLINKstart | ACK==========—=1
timer->CLOSEDN: timer
->LISTEN
CLOSE || canel timerredy | ssve  messagstat | carcel timersae | cancel timersae
ENOLINKstart timer>CLOSED messagesei messageend
timer->CLOSED FINACTIVE- FINstart timer-
OPEN?Y re- | >FIN_WAIT_ONE
ply ENO-
LINK===========3==dart
timer
>FIN_WAIT_ONE
ACK sendRESET sendREET correct ack?Y: reply | remove ACKed
Osend datesstarttimer | datased queuel
>ESTABLISHEDN: | datarun DATA
(ignore)
DATA sendRESET sendREET serd RESH check seq. number-
passup new data
FINACK || sendRESET sendREET serd RESH cancel timercheck
seqgsed ACKer-
ror ENOLINK-
>CLOSE_WAIT
FIN sendRESET sendREET serd RESH cancel timersem
ACKerror
ENOLINK-
>CLOSE_WAIT
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M essages

The moduleacceps the Stardard messagsetwith the following processing

CLOSE

messageinject the CLOSEeventinto the Finite Statemachine from themainprocess.

FETMBLK/GETMBLK messageareaddedto the queue of input requess for the datdlow in the queue hander.

FLUSH
NEWMBLK

OPEN

Repliesto GETMBLK messgesfrom the lower layer inject the appiopriate eventin to the Finite
StateMachineaccoding to thetableof flagsabove. Repliad to queledrequess aregereratedfrom
the Finite StateMachine whenthe DATA eventis procesedin the ESTABLISHEDstate The buffer
is returnedwith thereadpointer setjust after theendof the TCPheackr.

messagesetthe PUSHDbit on the next TCP headbrthatis sert to theremotehost

messageare processedvithin the queuehander. The messagés paseddowvnstreamafterincreas-
ing the requestsizeto allow for the TCPheade Thereply is pasedbackupwards afterthe heaadkr
spacds reseredatthe stat of the buffer.

messagearehandedin themainprocess. Theipaddr field of the URL determinedf thisis anactve
or passve open(seeabove) andthe port field containsthe TCP locd port numkbker. By thetime a
dataflav reache TCP, the destnation machire’s IP addessshoud have beenresdved (for example
usingthe DNS or NIS services). The TCP processdoes not look at the hostfield in the URL, only
theipadd field.

OUTMBLK/PUTMBLK messagsrunthe SENDeventin theFinite StateMachine (for non-zerolengh messages,

RETMBLK

TIMEOUT

which are otheawised pas®d downstream from the quele hander). Messagsthatareto be sent
before the conrectionis in a suitable stateare buffered within the TCP layer. Dataaretransmitted
dowvnwardsusing OUTMBLK messagsin casethey needto be re-transmitted, andthe buffers are
freedafter thecorrect ACK arrivesusingzeralengh PUTMBLK messags

messageare paseddownstreamto free the buffer. The TCP processwill alsogererateRETMB.K
messagginternally after processingincoming data,identfied by having the addressof thetcp_fie
datastrean in themessge’s soure context.

messagginject the TIMEOUT eventinto the Finite StateMachine.

Shared Library Macros and Routines

tcp_new_port

int tcp_rew_port(void)

Thetcp_rew_port routine returrs a TCP port numberoutside the range of resewed ports thatis not
othemwisein usewithin themachne.



